ICT  GROUP

Admin Centrum

Nastaveni DNS zaznamu

Pro nastaveni DKIM a SPF si oteviete
https://admin.microsoft.com/Adminportal/Home#/Domains

Rozkliknéte si doménu, kterou chcete upravovat. Kliknéte na DNS records (DNS
zaznamy) a poté kliknéte na Manage DNS (Spravovat DNS)

Home > Domains itheroes.cz ) Enable Dark mode

o .
i itheroes.cz
5] Marketplace Managed at Cloudflare - Default domain
&= Billing ~ ]EI Remove domain ‘f_) Refresh
Your products
(e Overview | DNS recordsf Users Teams & groups Apps
Bills 8 payments
To manage DNS records for itheroes.cz, go to your DNS hosting provider: Cloudflare. &
Billing accounts
Payment methods Connect your services to your domain by adding these DNS records at your domain registrar or
DNS hosting provider. Select a record to see all of its details and 'copy and paste’ the expected
Billing notifications values to your registrar. Learn more about DNS and record types
2 Support N
%  Settings ~ 2 Check health | £5% Manage DNS | L Download €5V file | Download zone file (53 Print O Search records =
Domains

Search & intelligence

Org settings Microsoft Exchange

Microsoft 365 Backup

Otevrete si spravu domény (u koho mate doménu zaregistrovanou) a nastavte hodnoty,
které vam Microsoft vygeneroval a zadejte je do pole pfidat DNS zaznam. Dejte si pozor,
jakz typ zdznamu to je!

Type Host name Point to address or value TTL

MX @ 0 itheroes-cz.mail protection.outlook.com 1 Hour
TXT @ v=spfl include:spfprotection.outlook .com -all 1 Hour
CNAME autodiscover autodiscover.outlook.com 1 Hour

Poté odrolujte nize a kliknéte na Advanced Options a zaskrtnéte DKIM


https://admin.microsoft.com/Adminportal/Home#/Domains
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DomainKeys Identified Mail (DKIM)

(D It can take up to 48 hours to create DKIM re:

DKIM helps stop attackers from sending em
every outbound message header. DKIM nee

Type Host name

CNAME selector1._domainkey

CNAME selector?._domainkey

Poté co mate tyto véci nastavené, tak si vygenerujte DMARC pomoci easydmarc, nebo
Dmarcian (nebo dalSich sluzeb). DMARC vypada pfiblizné takto:
v=DMARC1;p=quarantine;sp=quarantine;pct=100;rua=mailto:example@example.e
u;ruf=mailto:example@example.eu;ri=86400;aspf=s;adkim=s;fo=1;

Poté si vSechno zkontrolujte pfes MXTOOLBOX.

Vytvareni uzivatelll a administratord

Poté co mate nastavené DNS zaznamy, se mUZete vrhnout na vytvafeni uZivatel(. Pokud
uz tenanta mate, a jenom se ujiStujete, Ze mate vSechno spravné nastavené, tak
nepreskakujte, i pro vas tu budou zajimaveé tipy. Otevrete si Active users - Microsoft 365

admin center a kliknéte na Add a user (Pfidat uzivatele)

Active users

A, Add a user User templates % Add multiple use

Display name ]
BrakeGlassAccount
GA JKrutina

Jakub Krutina
Jakub Krutina

Pavel Petr

(0 I I U N U O O O

WA JKrutina


https://easydmarc.com/
https://dmarcian.com/
https://mxtoolbox.com/
https://admin.microsoft.com/Adminportal/Home#/users
https://admin.microsoft.com/Adminportal/Home#/users
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Zadejte jméno, pfijmeni a email, ktery budou pouzivat. A nechte zaskrtnuté
Automatické vytvoreni hesla a vynuceni zménéni hesla po pfihlaseni.

Set up the basics

To get started, fill out some basic information about who you're adding as a user.

First name Last name

‘ Jar|| ‘ ‘ Novak ‘

Display name *

‘ Jan Novak ‘
Username * Domains
‘ novak ‘ @ | itheroes.cz v ‘

Automatically create a password

equire this user to change their password when they first sign in

Pridejte licenci

Add a user

© Basics Assign product licenses

@ Product licenses

(O Optional settings

Assign the licenses you'd like this user to have.

| Select location *

() Finish

| Czech Republic hd

Licenses (1) * s

@ Assign user a product license

\:‘ Microsoft 365 Business Premium
25 of 25 licenses available

Office 365 E5 EEA (no Teams)
22 of 25 licenses available
O Create user without product license (not recommended)

They may have limited or no access to Microsoft 365 until you assign a product
license.

Apps (62) ~
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Pod sekci Optional settings (Dobrovolné nastaveni) je schované menu Profile Info
(Informace o profilu), kde muzete pfidat pracovni pozici, oddéleni, telefonni islo a dalsi

Optional settings

You can choose what role you'd like to assign for this user, and fill in additional profile
information.

Roles (User: no administration access) v

Profile info @

Job title

Department

Office

Office phone Fax number

Mobile phone

Potom dejte dokongéit

V detailu vam vyskodi informace o vytvofeném uctu. Nezapomente si poznamenat
heslo. Nemusite se citit Spatné, Ze znate heslo daného uzivatele, protoze si ho pfi
prvnim pfihlaSeni bude muset zménit.

@ Jan Novak added to active users

Jan Novak will now appear in your list of active users.

User details
©=h Print

Display name: Jan Novak

Username: novak@itheroes.cz

Password: xn*n,‘

Licenses bought
None

Licenses assigned
Office 365 ES EEA (no Teams)
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U administrator( je proces skoro stejny az na 3 véci. Pfi pfidavani emailu vyberte
doménu onmicrosoft.com.

Set up the basics

To get started, fill out some basic information about who you're adding as a user.

First name Last name

| Admin | | Admin |

Display name *

| Admin Admin |
Username * Domains P
administrator | @ | M365ICTGO01.onmicrosoftcom | v‘
e

P¥i pfidavani licence vyberte moznost Create user without licence (Vytvofit uzivatele
bez licence)

© Basics Assign product licenses

@ Product licenses

(O Optional settings

Assign the licenses you'd like this user to have.

| Select location *

(O Finish

‘ Czech Republic e

Licenses (0) * A

O Assign user a product license

Microsoft 365 Business Premium
25 of 25 licenses available

Office 365 E5 EEA (no Teams)
22 of 25 licenses available

@eate user without product license (not reco%

Ty feETOEOI Soo until you assign a product
license.
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A v Optional settings (Dobrovolna nastaveni) vyberte Roles (Role) Admin center
access (Pristup do admin centra). Na obrazku je vidét vybrana role Global
Administrator, kterda ma prava na skoro vSe a na co nema, tak si je maze pfidat. Pod
touto roli NIKDY nepracuijte!

© oasics Optional settings

@ Product licenses You can choose what role you'd like to assign for this user, and fill in additional profile

information.

@ Optional settings

() Finish Roles

Admin roles give users permission to view data and complete tasks in admin centers.
Give users only the access they need by assigning the least-permissive role,

Learn more about admin roles

O User (no admin center access)

@ Admin center access

Global readers have read-only access to admin centers, while Global admins have
unlimited access to edit all settings. Users assigned other roles are more limited in
what they can see and do.

\:l Exchange Administrator (D)
Global Administrator (1)
\:l Global Reader (D

\:l Helpdesk Administrator (1)

D Service Support Administrator (D

Pouzivani security skupin tridéni

At uz vam to pfijde, jakkoliv otravné, tak udélat si systém v nastaveni M365 je absolutné
kritické. Nastaveni v portalech je hrozné moc a vétSina véci se da nastavit na nékolika
mistech. Proto vSechno, co délate musite oznacit, jakoukoliv skupinu lidi nebo zafizeni
zaradit do tzv. security skupin. U nich si nastavte jmennou konvenci at se vtom
neztratite.

Jak vytvofit security skupinu.

Jde to z vice mist, ale ja vam ukazu jak na to z Microsoftem doporuc¢ované
https://entra.microsoft.com/.

Otevrete si Groups - Microsoft Entra admin center



https://entra.microsoft.com/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/Overview/menuId/Overview
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Jak security, tak i M365 skupiny mdzZou byt ve dvou ,,médech” assigned (Pfidélend)do té
musite uZivatele pfidélit sami. Tento typ se hodi pro skupiny, které se bud neméni vibec

GROUP

nebo se méni velmi malo. Druhy mdéd je dynamic (dynamicka), ta se jesSté déli na
dynamic user a dynamic device. U tohoto typu skupiny m(zZete udélovat ¢lenstvi

automaticky podle zadanych parametr(l. Ted si ukdZzeme, jak udélat assigned skupinu

pro administratory a dynamickou skupinu pro zafizeni znacky HP.

ﬁ Home

£

What's new

B Diagnose & solve problems

* Favorites N
& Identity ~
® oveniew
8 users v
A Groups ~
I Overview
All groups
Deleted groups
Group settings
B Devices v
ﬂ% Applications A4
& erotection v
f&)  identitv Governance ~
A Home

*  What's new

B

Diagnose & solve problems

*

Favorites

Identity

Cverview

Users

2 0 @ ¢

Groups
Cverview

All groups
Deleted groups
Group settings
2 Devices

& Applications

Home >

i Groups | Overview

M365-ICTG001
« % new group | L Download groups B8 Preview features

Overview

@ Overview

& All groups Tutorials

£& Deleted groups

2 Search your tenant

# Diagnose and solve problems

Basic information

Settings
&
S General Total groups 15 Dynamic groups
£ Expiration
M365 groups 4 Cloud groups
£ Naming policy
Security groups 1 On-premises groups
Activity
&2 Privileged Identity Management Alerts

¥= Access reviews

& Audit logs Feature highlights

% Bulk operation results

Troubleshooting + Support ' Access reviews

o Make sure only the right people have continued

& New support request access.

Canien s e | v i e

New Group

(0? Got feedback?

Group type * @

=

15

Conditional Access

Control user access based on Conditional Access
policy te bring signals together, to make decisions,

and enforce organizational policies.

Y
| Security
P Group name * (0
| ICTG_G_SEC_ADMINS
Group description ©
LV | knter a description for the group
~ Microsoﬂ Entra roles ;an be assigned to the group @
- - )
Membership type * O
| Assigned
owners
Mo owners selected
Members
e Mo members selected
Y
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£ Got feedback?

Sroup type * @

@ Try changing or adding fifters if you don't see what you're looking for.

Search @

Selected (3)

Security

Sroup name *

ICTG_G_SEC_ADMINS

Sroup description @

120 results found

All

Users

Groups  Devices

Name
Enter a description for the group
Microsoft Entra roles can be assigned to the group O [ AAD Terms Of Use
s
T Gmm
[ All Users
Membership type @
Assigned
BrakeGlassAccount
Quners
No owners selected EREBCNIA0KCK
Members
AADReporting

o members selected

New Group

,Q'? Got feedback?

Group type * (O

a 0 00

o 0

] Be ke

Group Creators

GA JKrutina

VM_W11

Azure AD Notification

Enterprise applications

Type

Enterprise ap..

Group

User

Device

Enterprise ap...

Group

User

Device

Enterprise ap...

9 Reset
] & BrakeGlassAccount w
BGACcount@M365ICTG00 T onmicrosoftc..
GA JKrutina
a ga krutina@M365ICTE001 onmicrosoftcom
Details
& WA JKrutina W
d527924-b338-424d-81 ICTG00 .onmicrosoft,

BGACCOUNt@M365ICTGO01.0nmicrosoft.cor

£971c858-203d-4594-9199-bb9a2d 1a5b5c

1b812ec3-29dd-dcdd-a53e-T6a7adb28dT

gajkrnutina@M365ICTG001 onmicrosoft.com

d7f9eeca-ce99-4a57-9b41-c3abf520507

03f972-0db0-4627-2216-2c98ce54e018

‘ Security

Group name * )

‘ ICTG_G_SEC_ADMINS

Group description (O

‘ Enter a description for the group

Microsoft Entra roles can be assigned to the group O
e 3
@« - )

Membership type * (O

Assigned

Owners

1 owner selected

Members

3 members selected

Ted si vytvofime dynamickou skupinu pro HP zafizeni.
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New Group

,ﬂ? Got feedback?

Group type * (O

| Security

Group name * (3

| ICTG_G_SEC_DEV_HPDEVICE

Group description (&

| Enter a description for the group

Microsoft Entra roles can be assigned to the group ©

T .
| [ no )
. Yes p)

Membership type * (O
| Assigned ~

Assigned

Dynamic User

Dynamic Device

Mo members selected

Group type * (O

| Security ™ |

Group name * (3

| ICTG_G_SEC_DEV_HPDEVICE v |

Group description ©

| Enter a description for the group |

Microsaft Entra roles can be assigned to the group O
Y,
@ - )

Membership type * (@O

Dynamic Device Y

Owners

Mo owners selected

Dynamic device members * ()

lidd dynamic query|




X Discard A Got feedback?

Configure Rules  Validate Rules

You can use the rule builder or rule syntax text box to create or edit a dynamic membership rule. ' Learn more

And/Or Property Operator Value

deviceManufacturer ~ | [ Equas ~ [+

+ Add expressior

Rule syntax

& edit

(device.deviceManufacturer -eq "HP")

Propsani do dynamickych skupin mUze trvat 15 az 30 minut i u mensich tenant( proto
nespéchej opravovat hned.

U dynamickych skupin se meze nekladou, proto vdm doporucuiji s tim troSku pohrat a
zeptat se Chat GPT, ktery vtomto pseudo jazyce psat umi.

Entra

User, device a group settings

Vv

Jak pravi citat od J. M. Jurana: 80 % vysledkl vychazi z 20 % pf¥icin. Na ¢ast z téch 20 %
se dneska podivame. Tato mala a jednoducha nastaveni vam velmi usnadni zivot a
uchranivas pred alespon néjakou ¢asti utokd, a to bych fekl, Ze za tak 5-15 min
nastavovani stoji. Users - Microsoft Azure



https://portal.azure.com/#view/Microsoft_AAD_UsersAndTenants/UserManagementMenuBlade/~/UserSettings
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Users can register applications chcete mit vypnuté vzdy, krom toho, kdy by vasi
uzivatelé vytvareli aplikace v Azure prostiedi.

Restrict non-admins users from creating tenants zakazuje uzivatelim vytvaret
tenanty ve vasem tenantu. Pokud z néjakého dlivodu vasi uzivatelé potiebuji vytvaret
podtenanty, tak to asi nechte zapnuté, ale jesté jsem nenasel divod proc¢ to nechat
zapnuté, proto u nas je to vzdycky vypnuté.

Users can create security groups by davalo uzivatelim moznost vytvaret security
skupiny, které ale, jak jsem vysvétloval minuly tyden, jsou spiS pro administraci na
admin strané, a proto je zbyte¢né davat uzivatelm tuto moznost.

Restrict access to Microsoft Entra admin center zajistuje, Ze vSichni ne administratofi
nemaji pfistup do admin portalll M365. Tohle je velmi dlleZité nastaveni, protoze

v krajnim pfipadé nepousti ito¢nika s normalnim Uétem do téchto portald, a tim mu
nedava pfistup k citlivym informacim.

Show keep user signed in toto nastaveni zobrazuje uzivateldm moznost zaskrtnou
»Zustat pfihlasen“ okno. Tim se cookie s pfihlagenim ulozi na disk, coz m{ze byt
problematické, kdyby byl pocita¢ zavirovany.

Home » M365-ICTGO01 | Users » Users

vy Users | User settings

T M365-ICTG001
X « ‘31_3‘ Refresh A7 Got feedback?
aa Allusers Default user role permissions
B Auditlogs Learn more @
- - T

. Users can register applications () | (@ ) No
3 Ssign-in logs = el B
X Diagnose and solve problems Restrict non-admin users from ® m Yes

creating tenants

@a Deleted users

Users can create security ~| ® ) ne
Password reset groups -
3 User settings Guest user access
Bulk operation results Learn more &
R New support request Guest user access restrictions (@ O Guest users have the same access as members (most inclusive)

‘@)‘ Guest users have limited access to properties and memberships of directory objects
O Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)

Administration center

Learn more 2

Restrict access to Microsoft o 0 Yes
Entra admin center =

LinkedIn account connections

Learn more &

Allew users to connect their ‘@) Yes

work or school account with ©

Linkedin O Selected group

Ol\o

ISHJW keep user signed in  (9) 'C. :' m]

Show keep user signed in
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Nastaveni skupin - zakladni nastaveni skupin je velmi jednoduché a asi nepotfebuje
vysvétleni, krom vyvareni M365 skupin. Kdyz vypnete toto zaskrtavatko, tak uzivatelé
nebudou schopni vytvaret tymy v Teams, ani jako administratofi. Jediné, kde bude
mozné vytvaret tymy bude Teams admin centre

Groups - Microsoft Azure

£33 Groups | General

M365-ICTGDO0T

&« ] save X Discarc 2 Got feedback?
@ overview Self Service Group Management
S Al groups Owners can manage group membership 'I Mo ::Z'

requests in My Groups (D
48 Deleted groups _ _
Restrict user ability to access groups 'I: Yes m:}
features in My Groups. Group and User -
Admin will have read-only access when

7% Diagnose and solve problems

" Settings . A -
g the value of this setting is Yes. O
£5: General
£5% Expiration
0 Restrict user ability to access groups features in My Groups' setting - origina
@ MNaming policy planned for June 2024 - deferred. New date will be shared later this year. Le:
> Activity

» Troublesheooting + Support Security Groups

Users can create security groups in Azure 'I: Yes m:}
portals, APl or Powershell

Microsoft 365 Groups

Users can create Microsoft 365 groups in 'I No )
Azure portals, APl or PowerShell


https://portal.azure.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/General
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Ta zajimavejsi paséaz je expirace skupin. Ta mize byt velmi dilezita, ale také vam mUze
dost uskodit. Hlavni véc je nastavit e-mail kontakt na nékoho kdo ve firmé zUstane,
idealné vy samy. Toto nastaveni je proto, aby skupiny bez vlastnika po vyprSeni expirace
mohly byt obnovené. Normalné pfijde e-mail vlastnikovy skupiny o tom, jestli chce
obnovit skupinu nebo ne, u skupin bez vlastnika pfijde tomuto kontaktu.

Groups - Microsoft Azure

Home » M365-ICTGOO1 | Groups > Groups

£33 Groups | Expiration

M365-ICTGDOT

&« 55_“' Got feedback?
O overview _— : .
Renewsal notifications are emailed to group owners 30 days, 15 days, and cne day prior to gro
S8 All groups Outlook, SharePoint, Teams, and Power B
&8 Deleted groups Group lifetime (in days) * © 365 e
#{ Diagnose and solve problems Email contact for groups with no owners | jakub.krutina@itheroes.cz
* ()
~ Settings -
282 General Enable expiration for these Microsoft 365 Em Selected None .:Z'
groups @©
82 Expiration

€84 Maming policy
> Activity

> Troubleshooting + Support


https://portal.azure.com/#view/Microsoft_AAD_IAM/GroupsManagementMenuBlade/~/Lifecycle
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Nastaveni zafizeni - tyto nastaveni mizou vypadat v celku oteviené, ale mam
nastavené jiné politiky, které zajiStuji, Ze si do tenanta nemUze pridat zafizeni jenom tak
nékdo. Proto pokud planujete pokracovat s timto navodem, tak neni potfeba toho moc
ménit az na Local administrator settings, kde v§echno vypnéte. Do pocitact se jako
administratofi dostanete pres workstation admin ucty.

£33 Devices | Device settings

M365-ICTGOO1 - Microsoft Entra ID

X « |:] save X Discarc R'_*‘ Got feedback?
© overview
E Al devices Microsoft Entra join and registration settings
~ Manage

o Users may join devices to Microsoft Entra (O
Device settings ——
o '@ Selected None )

@ Enterprise State Roaming

Selected
4,@ BitLocker keys (Preview)
GQ Local administrator
password recovery
> Activity Users may register their devices with Microsoft Entra &
'\ A None /.'

» Troubleshooting + Support

o Learn more on how this setting works

Require Multifactor Authentication to register or join devices with Microsoft Entra O

T e
(L G
. 4

A\ You already require Multifactor Authentication to register or join devices with Microsoft Entra in a Conditional Access
policy. To cormrectly enforce the Conditional Access policy, set this to No. See Conditional Access policies.

Maximum number of devices per user (0

Unlimited s

Local administrator settings

Global administrator role is added as local administrator on the device during Microseft Entra join (Preview) @
(v GETED)
Registering user is added as local administrator on the device during Microsoft Entra join (Preview) ©

(Al selected (TN

Selected

Manage Additional local administrators on all Microsoft Entra joined devices

Enable Microsoft Entra Local Administrator Password Solution (LAPS) (O

/e ALY
- ~ )

Other settings

Restrict users from recovering the BitLocker key(s) for their owned devices O

s -
(v GETED)
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Zabezpedeni uzivatelskych uctl

V dnes$nim dile téhle obsahlé kucharky se podivame na zabezpeceni uzivateld nebo tedy
lépe feceno jejich Uctl. ProtoZe za né vystupovat nemuzZete a stat za zady jim také
nemuzete, tak je dobré je néjak chranit, vétSinou hlavné pred nimi samotnymi. Prvni
véc, na kterou se podivame je nastaveni Authentication methods.
https://entra.microsoft.com/#view/Microsoft AAD_IAM/AuthenticationMethodsMenuBl
ade/~/AdminAuthMethods/fromNav/

Zde povolime vSechny silné metody autentifikace (Email OTP samoziejmeé pouZzivat
mUZete, ale ja ho osobné& nemusim).

Method Target Enabled
" Built-In

Passkey (FIDO2) All users Yes
Microsoft Authenticator All users Yeg
SMS Al users Yes
Temporary Access Pass All users Yeg
Hardware OATH tokens (Preview) All users Yes
Third-party software OATH tokens All users Yes
Voice cal No
Email OTP MNo
Certificate-based authentication No
QR code (Praview) MNo

Nezapomente si pfidat vSechny stavajici FIDO2 klice, které pouzivate do nastaveni
FIDO2.

Passkeys are a phishing-resistant, standards-based passwordless authentication method :
Passkeys are not usable in the Self-Service Password Reset flow.

Enable and Target Configure

GEMERAL

Allow self-service set up - Mo
Enforce attestation - Mo
KEY RESTRICTION POLICY

Enforce key restrictions - Mo
Restrict specific keys m Block

Microsaft Authenticatar ©
Add AAGUID



https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AdminAuthMethods/fromNav/
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Dalsi, na co se podivame je Password Protection. Toto je velmi zajimava véc, ktera vam
umoznuje nastavit list zablokovanych hesel, mizZete jich mit az 1000, velka a mala
pismena se nezohlednuji a rovnou blokuje substituce jako je 0 za o nebo 5 za s. Toto
vam umoziuje vyhnout se velké ¢asti slovnikovych utokd. Abyste se neupsali, tak na
vygenerovani hesel, které zakazete pouzijte ChatGPT. (ChatGPT dotaz pro inspiraci: Ahoj
snazim se zabezpedit svoji firmu pomoci Password protection v Microsoft Entra ID.
Budu od tebe potfebovat pomoct vygenerovat list 1000 jednoduchych hesel, které by
lidi mohli v moji firmé ,,Jméno firmy“ pouzit. Lokalizuj tyto hesla pro ¢eskou republiku a
nefes velka a mala pismena a substituce). Otevrete si

https://entra.microsoft.com/#view/Microsoft_ AAD_IAM/AuthenticationMethodsMenuBl
ade/~/PasswordProtection/fromNav/

Authentication methods | Password protection =

M365-ICTG001 - Microsoft Entra ID Securnity
|,’-'J Search | <
Manage
Custom smart lockout
S Policies Lockout threshold (@ | 10 |
Password protection . -
Lockout duration in seconds (&) | 60 |

L& Registration campaign
Custom banned passwords

©  Authentication strengths

Enforce custom list @ Yes Mo
Settings
. _— BUTTEIE ~
o Customn banned password list (@ Prahz2024
Monitoring Brno2024
G Activity C72024
fil Activity 71234
@ User registration details Heslo!123
HesloCZ2024
& Registration and reset events SlovaCZ hd
’ ion re Password protection for Windows Server Active Directo
% Bulk operation results P ny
Enable password protection on Windows Yes Mo
Server Active Directory (O
Mode © (  enfoced Audit

Pozor na Enable password protection on Windows Server Active Directory je mozné,
Ze bude kolidovat s Group policy v AD. Nemélo by, ale Windows se ob&as zblazni.

A pro dneSek na zavér se podivame na Authentication strengths a rovnou si jednu
vytvofime, tu potom pouzijeme na pfipojovani zafizeni do systému Entra ID. Oteviete si
https://entra.microsoft.com/#view/Microsoft_ AAD_IAM/AuthenticationMethodsMenuBl
ade/~/AuthStrengths/fromNav/



https://entra.microsoft.com/%23view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/PasswordProtection/fromNav/
https://entra.microsoft.com/%23view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/PasswordProtection/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AuthStrengths/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AuthenticationMethodsMenuBlade/~/AuthStrengths/fromNav/
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Home > Authentication methods

GROUP

(a] Authentication methods |

M365-ICTGO0T - Microsoft Entra D Security

2 Search « I ~+ New authentication strsnglhl (D Refresh

Manage
& Policies

Password protection
[L Registration campaign
QO  Authentication strengths
@& settings
Monitoring

Activity

@ User registration details
Registration and reset events

2% Bulk operation results

Authentication strengths determine the combination of authentication methods that can be used.

Learn mare @

Type:all  Authentication methods: All

Authentication strength

TP Device Registration

Multifactor authentication

Passwordless MFA

Phishing-resistant MFA

Type

Custam

Built-in

Built-in

Built-in

W Reset filters

Authentication methods

Temporary Access Pass (One-time use)

Windows Hello For Business / Platform Credential ...

Windows Hello For Business / Platform Credential ...

Windows Hello For Business / Platform Credential ...

Condi

007 Ri

New authentication strength

Custom

Configure

Name *

Review

Name your authentication strength

Description

Add a description for your quthentication strength

[ 2 search authentication combinations

Phishing-resistant MFA (3)
Windows Hello For Business / Platform Credential

Passkeys (FIDO32)
Advanced options

Certificate-based Authentication (Multifactor)
Advanced options

Passwordless MFA (1)
Microsoft Authenticator (Phone Sign-in)

Multifactor authentication (13)

Temporary Access Pass (One-time use) I

Jooooooo o0 o ooo

Temporary Access Pass (Multi-use)

Password + Microsoft Authenticator (Push Notification)
Password + Software OATH token

Password + Hardware OATH token

Password + SMS.

Dacawinrd £ Vi

Samoziejmé muzZete pouzit i multi-use TAP (Temporary Access Pass). Potom staci

jenom dat vytvofit a mate hotovo!
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Conditional Access Policies!

Conditional Accass Policies neboli CAP jsou hlavnim ochrannym prvkem po silnych a
unikatnich heslech, a proto pokud mate tu moznost, tak si je rozhodné nastavte.

V dnesni ¢lanku si ukaze prvnich par, v pfistim ¢lanku si ukdzeme zbytek. Velmi dllezita
véc, nez zaCneme, budte s implementaci CAP opatrni a méjte vzdy alespon jeden uUcet,
ktery je ze vSech politik vyjmuty a je Globalni Administrator!!! Prvni véc, co musite
udélat pred nastavenim CAP je vypnout tzv. Security defaults. Takto to vypada, kdyz je
mate vypnuté. MzZete si je vypnout zde.

https://entra.microsoft.com/#view/Microsoft_ AAD_IAM/TenantOverview.ReactView/init

ialValue//tabld//recommendationResourceld//fromNav/ldentity

ecurity defaults - Microsoft Ent: % |

entramicrosoft.com

. . 3 admin@contoso.onmicr... @
Microsoft Entra admin center £ Search resources, services, and docs (G+/) CONTOSO (CONTOSO.ONMICRO... @
# Home Home > Security defaults x
Contoso
% Favorites v Security defaults
: = g i
+ Add ~ 83 Manage tenants [7] What's new Fa Preview featu Disabled (not recommended) v
S Identity ~ Enabled

@ Azure Active Directary is becoming Microsoft Entra ID. Learn more [

|© overiew Disabled
Overview Monitoring Recommendations Tutc

8 users N
Name Contoso 99.9% of account compromise could be stopped by using
A Groups N multifactor authentication, which is a feature that security defaults
P provides.
Country or region United States
&£ Devices e Microsoft's security teams see a drop of 80% in compromise rate
Data location United States datacenters when security defaults are enabled
85 Applications ~
Notification language English
B Protection v
Tenant ID 7dd51d97-26ab-49f0-90e8-59bd6540fae8
f8)  Identity governance ~
B External Identities 2 Technical contact balas@contoso.com
- Show more Global privacy contact
Privacy statement URL
£ Protection ~
Access management for Azure resources
(&) Identity governance ~
Administrator (admin@contoso.onmicrosoft.com) can manage access to all Azt
Learn more [
£, Verifiable credentials ~

® )no

# Permissions Management
Security defaults

&  Global Secure Access (Preview) Security defaults are basic identity security mechanisms recommended by Micr
enforced in your organization. Administrators and users will be better protecte
Learn more O

A\ Your organization is not protected by security defaults.
Manage security defaults

& Learn & support ~

Cancel

Ted na nastaveni CAP! Prvni véc, kterou nastavime je require MFA for admin (vynuceni
MFA pro administratory) a pouzijeme na to uz predvytvofenou Sablonu od Microsoftu.
Otevrete si portal Entra, pfejdéte k protection a pod tim Conditional Access.

https://entra.microsoft.com/#view/Microsoft_ AAD_ConditionalAccess/ConditionalAcc
essBlade/~/Policies/fromNav/



https://entra.microsoft.com/#view/Microsoft_AAD_IAM/TenantOverview.ReactView/initialValue//tabId//recommendationResourceId//fromNav/Identity
https://entra.microsoft.com/#view/Microsoft_AAD_IAM/TenantOverview.ReactView/initialValue//tabId//recommendationResourceId//fromNav/Identity
https://entra.microsoft.com/#view/Microsoft_AAD_ConditionalAccess/ConditionalAccessBlade/~/Policies/fromNav/
https://entra.microsoft.com/#view/Microsoft_AAD_ConditionalAccess/ConditionalAccessBlade/~/Policies/fromNav/
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Poté kliknéte na New policy from template.

B Devices

i7] Applications

E| Protection

@ Identity Governance

P

External Identities

Show more

@  |dentity Protection
& Authentication methods
3 password reset

B Custom security attributes

o

o

<@ Risky activities

Show more

¥}

Identity Governance

B Verified ID

ad  Permissions Management

9 Glaobal Secure Access

Home > Conditional Access | Policies > M365-ICTG001 > Conditional Access

Microsaft Entra ID

O overview
= Policies
@ Insights and reporting

#. Diagnose and solve problams

Manage

4> Named locations

®] Custom controls (Preview)

& Terms of use
@ WPN connectivity

. Authentication contexts

a

Authentication strengths
i= Classic policies
Monitoring

3 sign-in logs

H audit logs
Troubleshooting + Support

& New support request

Create new policy from templates

Select a template Review + Create

2 search

Secure foundation Zero Trust

Learn more @

@ Require multifactor authentication for admins
Require multifactor authentication for privileged

administrative accounts to reduce risk of compromise, This
policy will target the same roles as security defaults.

3 View L Download JSON file

Learn more &

O Require multifactor authentication for all users

management

Conditional Access | Policies

+ New policy + New policy from template Upload policy file 2 whatit (O s

Microsoft Entra Conditional Access policies are used to apply access controls to keep your orgar

All policies Microsoft-managed policies

12 24

Total out of 12

J search Y ad

O Securing security info registration

Secure when and how users register for Azure AD multifactor
authentication and self-service password resst,

O Require multifactor authentication for Azure

12 out of 12 policies found

Policy name Tags

Block legacy authentication MICROSOFT-MANAGE

Multifactor authentication for Azure Management MICROSOFT-MANAGE
Multifactor authentication for admins MICROSOFT-MANAGE
Multifactor authentication for all users MICROSOFT-MANAGE
001 Block legacy authentication

002 Reguire MFA for admins

003 Require MFA for all users

004 Black access for unsupported device platform

005 Reguire MFA for Azure management

006 Require multifactor authentication for guest access

007 Reguire TAP for Entra ID Join

008 Use application enforced restrictions for 0365 apps

Remote work Protect administrator Emerging threats All

O Block legacy authentication

Block legacy authentication endpoints that can be used to
bypass multifactor authentication.
Learn more &

S View L Download JSON file @ View L Download JSON file

O Require compliant or hybrid Azure AD joined device or
multifactor authentication for all users

Require multifactor authentication for all user accounts to
reduce risk of compromise. Directory Synchronization
Accounts are excluded for an-premise directory
synchronization tasks.

Learn more 2

@ view + Download JSON file

O Require MDM-enrolled and compliant device to access

cloud apps for all users (Preview)

Require devices to be enrolled in mebile device management
(MDM) and be compliant for all users and devices accessing
company resources, This improves data security by reducing

riclee f hranchae mahiaen and dna tharizad

Review + create < Previous

Require multifactor authentication to protect privileged access
to Azure management.
Learn more 2

@ view + Download JSON file

Protect access to company resources by requiring users to use
a managed device or perform multifactor authentication.
Directory Synchronization Accounts are excluded for an-
premise directory synchronization tasks.

Learn more 3

@ view v Download JSON file
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Zezacatku nechte politiky v médu Report Only, zjednodusi vam to doladéni a testovani.
Taky silné doporucuji nastavit sijmennou konvenci u CAP a pfidat do jména Cislo
politiky, velmi vdm to usnadni feSeni problémd.

Home » Conditional Access | Policies > M365-ICTG001 » Conditional Access | Policies >

I Devices .
Create new policy from templates
fa Applications ~
€& Protection ~ Select a template Review + Create
@ Identity Governance ~
:E External Identities ~ .
Basics
° AETmE Policy name * | ICTG_CA_01_Require_MFA_for_Admins
In' Protection A
Policy state

@  |dentity Protection

[ Conditional Access

&}  Authentication methods T
emplate name

& Password reset Require multifactor authentication for admins
& custom security attributes
2§  Risky activities Assignments

= Show more
Users and groups

(&l Identity Governance s
Excluded users Current user

E  Verified ID ~ Included roles Global Administrator

Ar Security Administrator
# Permissions Management -

SharePoint Administrator
@ Global Secure Access Y

Exchange Administrator

Learn & support A

m | < Previous ‘
<« S —

(]

Rozkliknéte si politiku a kliknéte na Users. Do Exclude dejte skupinu/y nebo uzivatele,
ktefi maji byt vyfazeni. To znamena ten jeden Global Administrator Ucet. Tato politika
se bude vztahovat na vybrané administratorskeé role a nebude se vztahovat na vyrazeny
Ucet. Pod tim v Target resources vidime, ze se bude vztahovat na All cloud apps.
Potom dlouho nic a az u Access Control pod zalozkou Grant vidime, Ze je vynucené
vice faktorové ovérovani. Jedna dulezita véc, kterou bych rad zminil je, Ze politiky se
mUzou vztahovat, jak na zafizeni, tak na uzivatele, ale ne zaroveri. Nesmi se michat!
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Home > Conditional Access | Policies » M.

ICTG_CA_01_Require_MFA_for_Admins

Conditional Access policy

[i] Delete ‘S View pelicy information

Assignments

Users (O

ers included and specific users

Target resources ¢

Network | new| @

Not configured

Conditions &

nditions

Access controls

Grant ©

1 control selected

Session @

on off

Ted prejdeme k dalsi politice,

Create new policy from templates

Select a template Review + Create

M Search

Secure foundation Zero Trust Remote work

O Require multifactor authentication for admins

Require multifactor authentication for privileged
administrative accounts to reduce risk of compromise, This
policy will target the same roles as security defaults.

Learn more @

B View + Download JSON file

O Require multifactor authentication for all users

Require multifactor authentication for all user accounts to
reduce risk of compromise. Directery Synchronization
Accounts are excluded for on-premise directory
synchronization tasks.

Learn more @

B View + Download JSON file

O Require MDM-enrolled and compliant device to access

s - Vrscnre i

CTGOO1 > Conditional As

Protect administrator

Emerging threats All

O Securing security info registration

Secure when and how users register for Azure AD multifactor
authentication and self-service password reset,
Learn more @

o' view & Download JSON file

O Require multifactor authentication for Azure
management

Require multifactor authentication to protect privileged access

10 Azure management,

Learn more @

o' view & Download JSON file

Grant

Control access enforcement to block or

grant access. Learn more @

(O slock access

Grant access

Require multifactor
authentication

@ Consider testing the new
N thentication
Learn more &

Require authentication
strength

A\ "Require authentication

Learn more &

[ require device to be marked @

as compliant

[ Require Microsoft entra
hybrid jeined device

[J require approved client @
app

See list of approved client apps

a to je Block Legacy Authentication.

Block legacy authentication

Black legacy authentication endpoints that can be used to
bypass multifactor authentication.
Learn more &

oY View + Download JSON file

O Require compliant or hybrid Azure AD joined device or
multifactor authentication for all users

Protect access to company resources by requiring users to use

a managed device or perform multifactor authentication,

Directory Synchronization Accounts are excluded for on-

premise directory synchronization tasks.

Learn more 2

7S view ¥ Download JSON file

Zase ji pojmenujte a nechte v médu Report Only. Toto nastaveni mam zapnuté pro

vSechny uzivatele vyjma dvou skupin, ve kterych mam ucet posledni zachrany a

vyfazené uzivatele. Zase mam nastavené na All cloud apps. Kde se ale nastaveni méni

je u Conditions, kde mam nastavené blokovani zastaralych autentizacnich klientd, jako

je SMTP, POP, IMAP a dalsi. Pokud mate néjaka zafizeni, ktera se pres profil ovéruji u

Entra ID pomoci nékterého z téchto protokold, tak je pfidejte do Exclude.
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001 Block legacy authentication

‘onditional Access policy

8 Delete G View policy information

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce arganizational policies.
Learn more &

Name *

001 Block legacy authentication |

Assignments

Control access based on signals from conditions
like risk, device platform, location, client apps, or
device state. Learn more &

Device platferms (O

Not configured

Locations (&

Not configured

Users
All users included and specific users excluded

Client apps ©
2 included

Target resources ©

All resour

formerly 'All doud apps’)

Netwark| NEW | ©

Not configured

Filter for devices O

Not configured

Authentication flows @

Not configured

e e —

Control user access to target specific cl
applications not using modern

authentication. Learn more o]

Configure (@

[ ves No )

Select the client apps this palicy will
apply to

Modern authentication clients

[ erowser

(] obile apps and desktop clients

Legacy authentication clients

Exchange ActiveSync clients

Gther clients

onditions ©

1 condition selected

Access controls

Grant ©
Block acoess

Session (&

0 controls selected

Enable policy

[( Report-only JEeA off )

Conditional Access Policies ¢ast druha!

v v oz

V dnesSnim ¢lanku si projedeme dalsi ¢ast CAP, které doporucuji jako zakladni nastaveni
pro kohokoliv s Business Premium tenantem. Samoziejmé kreativité se meze nekladou
a pokud néco specifického budete potfebovat povolit nebo zablokovat, tak to pfes CAP
skoro urcité pujde. Dalsi politika, kterou si nastavime je Require MFA for all users. Tato
politika muze byt a nejspis bude slozita nastavit, pokud vasi zaméstnanci nejsou

s technikou moc kamaradi, presto je ale nesmirné dllezZita a zabrani skoro véem
utokm. Proto pokud mate vice zaméstnanc, tak siimplementaci rozdélte do mensich
¢asti, at vas nezahlti velka spousta pozadavk( typu: co to po mé chce, pro¢ to po mé
chce, ana co je to potifeba. Ze zkuSenosti pfijdou a 5 najednou se zvladnou d4, ale 50
rozhodné ne!!!

Pro nastaveni této politiky si prvné tedy vytvofime security skupinu, do které budeme
manualné pfidavat uzivatele (ano je to pakarna, ale feSit vSechny najednou je za mé
horsi). Skupinu vytvofime v portalu Entra, pod zalozkou Identy a Groups. Skupinu
nezapomernte pojmenovat podle vasi konvence.
https://entra.microsoft.com/#view/Microsoft AAD_IAM/AddGroupBlade


https://entra.microsoft.com/#view/Microsoft_AAD_IAM/AddGroupBlade
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* Home
“  What's new

Diagnose & solve problems

% Favorites N

 Identity Ay

@ Overview

R Users s
All users

Deleted users
User settings
e Groups A
Overview
All groups

Deleted groups

Home » Conditional Access | Policies » Groups | All groups

New Group

Q'_"‘ Got feedback?

Group type * (O

N

| Security

Group name * (0

|| 'c76_Gsec_usr mra |

Group description @

| Enter a description for the group

Microsoft Entra roles can be assigned to the group ©
T

ambership type * (3

Assigned

Owners

Mo owners selected

Members

Mo members selected

Ted'si do skupiny pfidame uzivatele, na které chceme cilit jako prvni. Jenom rychla

odbocka, vSechny ve skupiné nechte a nikoho, kromé lidi, co u vas uz nepracuiji, z ni

nevyndavejte, protoZe po tom co do ni dostanete vSechny, tak ze skupiny mlzZete udélat

dynamickou. Zpatky k vytvareni politiky. Otevrete si v Entra portalu CAP a zvolte

Sablonu Require multifactor authentication for all users.

https://entra.microsoft.com/#view/Microsoft AAD_ConditionalAccess/Calemplates.Re

actView
All devices
BitLocker keys
i Applications N
E] Protection S
= Identity Governance N
l  External Identities v
Show more
I & Protection ~

@ |dentity Protection

E®  Conditional Access

& Authentication methods
= password reset

& custom security attributes

&8 Risky activities
Show more
(&} Identity Governance N

Create new policy from templates

Select a template Review + Create

Learn more @

F search
Secure foundation Zero Trust Remote work Protect administrator Emerging threats All
O Require multifactor authentication for admins O Securing security info registration
Require multifactor authentication for privileged Secure when and how users register for Azure AD multifactor
administrative accounts to reduce risk of compromise. This authentication and self-service password reset.
policy will target the same roles as security defaults. Learn maore O

2 view ¥ Download JSON file oY view  + Download JSON file

Require multifactor authentication for all users O Require multifactor authentication for Azure
management
Require multifactor authentication for all user accounts to Require multifactor authentication to protect privileged access
recluce risk of compromise. Directory Synchronization to Azure management,
Accounts are excluded for on-premise directary Learn maore [
synchronization tasks.
Learn more O
S Wiew + Download JSON file o Wiew + Download JSON file



https://entra.microsoft.com/#view/Microsoft_AAD_ConditionalAccess/CaTemplates.ReactView
https://entra.microsoft.com/#view/Microsoft_AAD_ConditionalAccess/CaTemplates.ReactView
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Create new policy from templates

Select a template Review + Create
Basics
Policy name * | ICTG_CA_03_Require_MFA_for_users
Bolicy state O Off

OOn

) Report only

Template name

Require multifacter authentication for all users

Assignments

Users and groups

Inclucled users All users

Excluded users Current user

Excluded roles Directory Synchronization
Accounts

Cloud apps or actions
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Ted'si politiku oteviete, vyberete users, poté Select users and groups, Users and
groups a nakonec pfidejte svoji skupinu, kterou jsme vytvofili v pfedchozim kroku. Poté
uz staci jenom vyndat pfes Exclude ucty zachrany a mate hotovo!

Not configured € select at least one us

- ICTG_G_SEC_EXC_DEV_AUTORILOT  Group
Conditions (&

0 conditions selected
ICTG_G_SEC_USR_BrakeGlassAcc... Group

Access controls

Control access based on Conditional Access Control access based ony  222rCh
policy to bring signals together, to make apply to, such as users am L
decisions, and enforce organizational policies. identities, directory roles, 25 results found
Learn more & Learn mare of
All Users Groups

fame * Include  Exclude

ICTG_CA_03_Require_MFA_for_users |

O None Name Type

Assignments O All users [ Pavel Petr User
Users (D (®) Select users andlgrc

Specific users included and specific users D Guest ar externa D ICTG G SEC DEV_Company Graup

excluded
€ "Select users and groups” must be [ birectory roles |:| WA JKrutina User

configured
Users and grau

T t )]

arget resources (L ] ICTG_G_SEC_DEV_HPDEVICE Group

All resources (formerly 'All cloud apps') Selact
Network | NEw| @ I 0 users and groups SEI ] ICTG_G_SEC_EXC_CAP Group

ICTG_G_SEC_USR_MFA Group
Grant O

1 control selected ICTG_G_SEC_USR_WORKSTATION...  Group

Session (O

0 controls selected ICTG_SEC_USR_UPD_RING1 Group

Be Be[Be|ke B Bo §o Po Ko Pe

0 d

Enable policy

‘: Report-only on Off _:.'

]
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Ted si vytvofime politiku, diky které bude vynuceny TAP pro pfipojeni zafizeni k Entra ID.
V menu, kde jste doted vytvareli politiky pfes Sablony si ted vytvofime politiku, na kterou

Sa

o

fd » &

CE‘J

|

blona neni.

Devices
Overview

All devices
BitLocker keys
Applications

Protection

Identity Governance

External Identities

Show more

Protection

Identity Protection

Conditional Access

Home » Conditional Access

y= Conditional Access | Policies

¥ Microsoft Entra ID
O overview

i= Policies

@ Insights and reporting

#< Diagnose and solve problems

Manage

4> Mamed locations
i] Customn controls (Preview)

Terms of use

VPN connectivity

ila Authentication contexts

=to

e

Authentication strengths

lacsir nnliriec

Mew policy | New policy from template

Micrasoft Entra Conditional Access palicies are used to

All policies Microsoft-managed polici

12 G4

Total out of 12

12 out of 12 policies found

Policy name
Block legacy authentication
Multifactor authentication for Azure Management

Multifactor authentication for admins

Zacilime ji na vSechny uzivatele a vyhodime z ni U¢ty zachrany a vyfazené uzivatele, jako

u vSech skupin a poté jdeme na konfiguraci. Rozklikneme si Target resources a

vybereme, Ze se politiky budou aplikovat na User actions a vtomto menu na Register

or join a device.

o

(M3

o

tEJ

L= ]

Devices

Overview

All devices

BitLocker keys

Applications

Protection

Identity Governance

External Identities

Show more

Protection

Identity Protection

Home > Conditional Access | Policies »

New

Conditional Access policy

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more o

MName *

Control access based on all or specific apps,
internet resources, actions, or authentication
context. Learn more of

Select what this policy applies to

[]

Resources (formerly cloud apps)

Example: 'Device compliance app policy

Assignments

Resources (formerly cloud apps)

User actions I

Users (O

All users included and specific users excluded

Target resources (D)

Mo target resources selected

Network | NEw | (@

Mot configured

Authentication context

I AINNTeMEeT TeSOUrces WITN GIoDal Secure

O All resources (formerly 'All cloud apps)
O Select resources

o To create a Conditional Access policy

T T R e
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& Devices a Home » Conditional Access | Policies »
Overview New
Conditional Access pol
All devices
) Control access based on Conditional Access Control access based on all or specific apps,
BitLacker keys policy to bring signals together, to make internet resources, actions, or authentication
decisions, and enforce organizational policies. context. Learn more
fa Applications s Learn more of . ) .
Select what this policy applies to
8 protection N Name * | User actions ~
Example: ‘Device compliance app policy’ |
(= Identity Governance e Select the action this policy will apply to
Assignments -
HE External Identities v || Register security information
Users (O
) - Register or join devices
Show more All users included and specific users excluded
Target resources (0
[ . A
L eiEs 1 user action included B ) 5 R
A\ Only "Require multifactar authentication
. . can be used in policies created for the
@  Identity Protection Network | NEW| P

"Register or join devices" user action.

Mot fi d Learn more
G Conditional Access ot canfigure

o Conditions @
Authentication methods
0 conditions selected

&= Ppassword reset

Access controls

&  custom security attributes
Grant ©

Poté uz staci jen prejit do sekce Grant, kde zaskrtnete Require authentication strength
a zde vybere TAP.

Home > Conditional Access | Policies » Grant

New
Conditional Access policy
Control access enforcement to block or

§ grant access. Learn more o
Control access based on Conditional Access

policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Grant access

Name * [ require multifactor @

Example: ‘Device compliance app policy’ authentication

Assignments A\ "Require authentication

strength” cannot be used with
"Require multifactor
authentication”.

Learn more &

Users @

All users included and specific users excluded

Target resources (O

1 user action inclucled

Require authentication @
strength

Netwark | NEw| ©

Not configured

Conditions @
@ To enable all authentication
0 conditions selected strengths, configure cross-
tenant access settings to
accept claims coming frem

Access controls Microsoft Entra tenants for
extemal users. Authentication
strengths will only configure

et © second factor authentication

0 controls selected for sxterns] users,
Learn mare 7

Session ©

0 controls selected

["] Require device to be marked @
as compliant

[ Require Microsoft Entra @

Pak uz staci jen ulozit v Report-only médu a mate to.
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Conditional Access Policies posledni ¢ast!!!

Bylo to dlouhé tazeni, ale jsme na konci mého zakladniho doporuceni. Dbejte na slovo
zakladni, protoze s CAP je mozné si opravdu vyhrat. V dneSnim ¢lanku si teda
probereme posledni 3 politiky, které budou zahrnovat vynuceni vice faktorového
overovani pro tzv. Azure management, ktery zahrnuje vSechny spravce virtualni
infrastruktury v Azure, vynuceni vice faktorového ovéfovani u externistll a hostovskych
uctl a vynuceni pouzivani Microsoft aplikaci pro pristup k firemnim datim a acétim.
VSechny politiky je mozné vytvofit z katalogu od Microsoftu, takze je projedeme trochu
rychleji.

v e

Pro nastaveni MFA pro Azure management staci jit do New policy from template a
vybereme Require multifactor authentication for Azure management. Poté staci
upravit ndzev a mizete politiky vytvofit.

Home > Conditional Access | Overview > Policies »

Create new policy from templates

Select a template Review + Create

£ search

Secure foundation Zero Trust Remote work Protect administrator Emerging threats All

O Require multifactor authentication for admins

Require multifacter authentication for privileged
administrative accounts ta reduce risk of compromise. This
policy will target the same roles as security defaults.

Learn more 2

S view L Download JSON file

O Require multifactor authentication for all users

Require multifactor authentication for all user accounts to
reduce risk of compromise. Directory Synchronization
Accounts are excluded for on-premise directory
synchronization tasks.

Learn more 3

S view L Download JSON file

O Require MDM-enrolled and compliant device to access
cloud apps for all users (Preview)

Require devices to be enralled in mobile device management
(MDM) and be compliant for all users and devices accessing
company resources. This improves data security by reducing

O Securing security info registration

Secure when and how users register for Azure AD multifactor
authentication and self-service password reset,
Learn more 3

S view L Download JSON file

'é‘ Require multifactor authentication for Azure
management

Require multifactor authentication to protect privileged access

to Azure management.

Learn more (3

@ View L Download JSON file

O Block legacy authentication

Block legacy authentication endpoints that can be used to
bypass multifactor authentication.
Learn mare 3

L Download JSON file

@ View

O Require compliant or hybrid Azure AD joined device or
multifactor authentication for all users

Protect access to company resources by requiring users to use
a managed device or perform multifactor authentication.
Directory Synchronization Accounts are excluded for an-
premise directory synchronization tasks,

Learn mare 3

S View L Download JSON file
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Poté si politiku rozklikneme a odebereme z ni pod kolonkou Users Exclude nas ucet

posledni zachrany. Pak jesté silné doporucuji nastavit maximalni dobu pfihlaSenina 8

hodin.

Home > Conditional Access | Overview > Policies >

005 Require MFA for Azure management

Conditional Access policy
[i] Delete 3" View policy information G View policy impact (Preview)

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more o

Name *

005 Require MFA for Azure management

Assignments

Users @

All users included and specific users excluded

Target resources (D

1 resource included

Netwark | New | @

Not configured

0 conditions selected

Access controls

Grant @

1 control selected

Session (D

Sign-in frequency - & hours

Enable policy

(Report-only QN off )

Session

Control access based on session controls

to enable limited experiences within

specific cloud applications. [earn more o

Use app enforced restrictions (O

@ This control only works with

supported apps. Currently, Office 365,

Exchange Onling, and SharePaint
Online are the only cloud apps that
support app enforced restrictions.

Learn more 7

[] use conditional Access App
Control

Sign-in frequency @

(®) periodic reauthentication
le

(oo

]

() Every time ©
(O] persistent browser session ©

[J custemize continuous access
evaluation

[ pisable resilience defaults ©

Use Global Secure Access security

profile

@ This option only works with
Global Secure Access resources.

Jako dalSi si nastavime vynuceni vice faktorového ovéfovani pro externisty. Zase si
otevrete Create new policy from templates a pod kolonkou Zero Trust vyberte
Require multifactor authentication for guest access. Poté staCi znovu jen vyhodit
pomoci Exclude ucet posledni zachrany a mate hotovo!

Home » Conditional Access | Overview >

Create new policy from templates

Select a template Review + Create

P Search

Secure foundation Remate work

\_/ Kequire MUITTACIOr AUTNENTICATION TOT aamins

Require multifactor authentication for privileged
administrative accounts to reduce risk of compromise, This
policy will target the same roles as security defaults.

Learn more &

S view ¥ Download JSON file

O Require multifactor authentication for all users

Require multifactor authentication for all user accounts to
reduce risk of compromise. Directory Synchronization
Accounts are excluded for en-premise directory
synchronization tasks

Learn more &2

7 View & Download JSON file

Show mare

Protect administrator

Emerging threats Al

\_/ SECUring Security INTo registration

Secure when and how users register for Azure AD multifactor
authentication and self-service password reset,
Learn mare &3

7S view + Download JSON file

Require multifactor authentication for guest access

Require guest users perform multifactor authentication when
a0Cessing your Company resources.
Learn more 3

S View & Download JSON file

\_/ BIOCK I8gacy autnentcation

Block legacy authentication endpoints that can be used to
bypass multifactor authentication.
Learn mare &3

7S view + Download JSON file

O Require multifactor authentication for Azure
management

Require multifactor authentication to protect privileged access

to Azure management.

Learn more 3

S View & Download JSON file
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A jako posedni se podivame na vynuceni pouzivani Microsoft aplikaci, jako je Outlook,
pro pfistup k firemnim datdm a uétdim. Toto nastaveni, a¢ m(ze vypadat jako v celku
restriktivni, tak fesi velkou ¢ast synchroniza¢nich problémd, protoZze Microsoft aplikace
se se sebou synchronizuji lépe nez tfteba s Apple mail aplikaci. Pro vytvoreni takovéto
politiky nam znovu staci se podivat do Create new policy from template a poté pod

kolonkou Remote work najdete Sablonu s nazvem Use application enforced

restrictions for 0365 apps.

Create new policy from templates

Secure foundation Zero Trust Pratect administrator Emerging threats All

O Securing security info registration

Secure when and how users register for Azure AD multifactor
authentication and self-service password reset.
Learn more &

S view ' Download JSON file

O Require multifactor authentication for guest access

Require guest users perform multifactor authentication when
accessing your company resources.
Learn more &

S view ' Download JSON file

O No persistent browser session

Protect user access on unmanaged devices by preventing
browser sessions from remaining signed in after the browser
is closed and setting a sign-in frequency to 1 hour.

Learn more 2

S view L Download JSON file

O Block legacy authentication

Block legacy authentication endpoints that can be used to
bypass multifactor authentication.
Learn more &

S view ' Download JSON file

O Require compliant or hybrid Azure AD joined device for
admins

Require privileged administrators to only access resources
when using a compliant or hybrid Azure AD joined device.
Learn more &

S view ' Download JSON file

O Require approved client apps or app protection policies

To prevent data loss, organizations can restrict access to
approved medern auth client apps with Intune app protection
policies,

Learn more 2

S view L Download JSON file

O Require multifactor authentication for all users

Require multifactor authentication for all user accounts to
reduce risk of compromise. Directory Synchronization
Accounts are excluded for on-premise directory
synchronization tasks.

Learn more &

3 View + Download JSON file

O Block access for unknown or unsupported device
platform

Users will be blocked from accessing company resources

when the device type is unknown or unsupported.

Learn more &

3 View + Download JSON file

O Use application enforced restrictions for 0365 apps

Block or limit access to 0365 apps, including SharePoint
Online, OneDrive, and Exchange Online content. This policy
requires SharePoint admin center configuration.

Learn more 3

@ View 1 Download JSON file

Poté vyndejte z politiky Ucet posledni zachrany a mlZete mit hotovo. Pokud, ale
nechcete byt tak pfisni a staci vam, Ze na telefonech budou lidi pouzivat Microsoft
aplikace a na pocitacich at si délaji co chtéji, nebo naopak (nebo jakkoliv jinak), tak

mUzete upravit zacileni na specificky druh zafizeni. Po rozkliknuti politiky prejdéte do

sekce Conditions a poté do sekce Device platforms.
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Home > Conditional Access | Overview > Policies >

008 Use application enforced restrictions for 0365 apps

Conditional Access policy

[ Delete @ View policy information 72" View palicy impact (Preview)

Control access based on Conditional Access
policy to bring signals together, to make
decisions, and enforce organizational policies.
Learn more

Name *

Control access based on signals from conditions

like risk, device platform, location, client apps, or
device state,

008 Use application enforced restrictions fo...

Device platforms (&

Any device and 2 excluded

Assignments

Users (@

All users included and specific users excluded

Target resources (D)

1 resource included

Network| NEW| ©

Mot configured

Locations (&)

Not configured

Client apps @

Not canfigured

Filter for devices @

Not configured

Authentication flows (@

Not cenfigured

Conditions (D

1 condition selected

Access controls

Grant @

Zde si vyberte Any device a poté prejdéte do kolonky exclude.

Device platforms

et

Apply policy to selected device platforms.

Learn more o

Configure (@

.
- N )
R o

O Select device platforms
|:| Android

[] ios

[ | windows
Phone

[ | windows
| | macos

[ ] Linux
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V této kolonce si vyberte, na jaka zafizeni nechcete cilit a mate hotovo!

Apply policy to selected device platforms.

-

Learn more

Configure (O

Yes Mo

Include Exclude

|:| Android
[] ios

|:| Windows Phone

Windows

macos
|:| Linux

Na zavér k CAP. Rozhodneé si vytvorte Ucet posedni zachrany, bude se vam hodit! A
budte pfi nastavovani pozorni, protoZe odfiznout se je jednoduché. Také velmi dllezita
véc, opravdu si nechte vSechny politiky v médu Report Only (pokud uz ve vaSem
tenantu fungujete) a az po odlazeni je zapinejte. Ze zkuSenosti je totiz dost velka Sance,
Ze néco rozbijete.

Intune

Po dlouhych utrapach s Conditional Access Policies se pfesuneme do portalu Intune,
ktery ne jenom, Ze je jeSté komplexnéjsi, ale také nas dostava do administrace zafizeni.
Doposud jsme administraci zafizeni nakousli jen opravdu mali¢ko, protoze je to, zmého
pohledu nejslozitéjsi ¢ast hned po forensnim zkoumani incidentd, které obcas
nastanou. Abych vas ale neodradil hned ze zacatku, tak je to taky jeden z portald, ktery
feSi véci, které ,,opravdu pocitite” (a to tedy, jak v dobrém, tak i v ne tak dobrém).

Z portalu Intune jdou kontrolovat véci, které si tykaji napfiklad: automatické
synchronizace OneDrive a jeho automatické pfihlaseni, moznost pfidavat aplikace do
Company Portal, ze kterého mUzZou uzivatelé stahovat bez nutnosti administratorskych
opravnéni, zabezpeceni dat v aplikacich a mnoho mnoho dalSich. V dneSnim ¢lanku
projdeme Uplny zaklad a pfidame si povinné aplikace M365.
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Microsoft Intune admin center

‘ﬁ Home

4l Dashboard

i= All services

ﬁ Devices

Endpoint security
Reports

& Users

Al Groups

&3 Tenant administration

#X Troubleshooting + support

«

Home >

Windows | Windows apps

‘X =3

|/"J Search

() Refresh 4 Export i= Columns

Windows apps

H Monitor | O Search O] Platform: Windows Typ¢
~ Manage apps
£ Configuration —
Name T Platform

Ef} Protection

= S mode supplemental

IS

= policies

0 Policies for Microsoft 365
apps

B App selective wipe
& Quiet time

~ Organize apps
B Assignment filters

£ App categories

Pro vynuceniinstalace vSech M365 aplikaci do pocitace se pfihlaste do Intune admin
portalu (https://intune.microsoft.com) a oteviete si zalozku Apps > Windows a poté

Create


https://intune.microsoft.com/
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Home > Windows | Windows apps >

Add Microsoft 365 Apps

Microsoft 365 Apps (Windows 10 and later)

o App suite information

Suite Name * (3)

Description *

Publisher (D
Category O

Show this as a featured app in the
Company Portal &

Information URL (3
Privacy URL (D)
Developer @
Owner (@

Notes (D)

Logo @

ICTG_APP_01_M365

Get help with markdown supported for descriptions.

Microsoft 365 Apps for Windows 10 and later

Preview
Microsoft 365 Apps for Windows 10 and later

| Microsoft
| Productivity % |

| https://products.office.com/explore-office-for-home

| https://privacy.micrasoft.com/privacystatement

| Microsoft

| Microsoft

Change image

] Office

Poté vyberete Microsoft 365 Apps Windows 10 and later.

Politiku pojmenujte. Show this as a featured app in the Company Portal mizZete

nechat vypnuty, protoze stejné budeme aplikace vynucovat.
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Home > Windows | Windows apps >

Add Microsoft 365 Apps

Microsoft 365 Apps (Windows 10 and later)

o App suite information o Configure app suite

Configuration settings format * | Configuration designer ~ |

Configure app suite

Select Office apps (@ I 6 selected % I

D Access

Select other Office apps (license

required) (o Excel
App suite information OneMote

e
These settings apply to all apps you have se Outlock
PowerPoint

Publisher

D Skype for Business

Architecture @

Default file format *

Update channel * © Teams
Remave other versions (3 Word

Pokud mate konfiguracni XML soubor, tak mUzZete vybrat misto Configuration designer
Enter XML data. Pro nas méné odvazné je tu konfigurator pfimo v Intune. V sekci Select
Office apps si mUZete vybrat, které aplikace se nainstaluji. Pokud chcete i nad réamcové
aplikace (Viso Online Plan 2 nebo Project Online Desktop Client), tak si je mlzete
vybrat o jedno pole nize.



ICT  GROUP

App suite information

These settings apply to all apps you have selected in the suite. Learn more

Architecture © (QEFETAN 54-bit )]
Default file format * | Office Open Document Format N |
Update channel * & | Current Channel A% |
Remove other versions (1) - MNo
Version to install © ' Specific
Specific version
Properties
Use shared computer activation @ Yes m
Accept the Microsoft Software License - Mo

Terms on behalf of users

Install background service for Microsoft Yes m
Search in Bing ©

Languages () 1 language(s) selected

Poté si vyberte format, ve kterém budou ze zdkladu data z 0365 aplikaci. Jako file type
vyberte Office Open Dokument Format, jinak vam politika nepUjde vytvofit (s témito

nastavenimi). Update channel nastavuji vlastné vzdy na Current Channel, protoZe chci
mit vSechno co nedfive aktualizované. Zbytek nastaveni se v celku sam popisuje

nazvem. Jen dole nezapomente vybrat jazyk (pokud tedy chcete, aby vSichni méli 0365

aplikace ve stejném jazyce).
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Add Microsoft 365 Apps

Microsoft 365 Apps (Windows 10 and later)

o App suite information o Configure app suite e Assignments

Required ©
Group mode Group Filter mode
'3' ncluded All users Mone

+ Add group © @ + Add all devices ©

Available for enrolled devices &

Group mode Group Filter mode

No assignments
+ Add group @

Uninstall &
Group mode Group Filter mode

Mo assignments

+ Add group © @ + Add all devices ©

Politiku zacilime na vS§echny uzivatele a mame hotovo.

Ochrana aplikaci (na mobilech)

V minulé epizodé jsem vas provedl nastavenim automatické instalace O365 aplikaci na
Windows. Dnes se podivame na ochranu mobilnich O365 aplikaci a dat v nich. Prvni
veéc, ktera vas asi napadne je, proc to fesit na telefonech? A dalsi otazka asi bude,
budeme to feSit na pocitacich? Na prvni otazku je jednoducha odpovéd a to, ze skoro
kazdy ma mobilni telefon, a ne kazda firma dava firemni telefony. S tim pfichazi problém
osobnich zafizeni, protoZze nemUzZete zafizeni ovladat kompletné, ale porad potiebujete
zabezpedit firemni data a Ucty. V tuto chvili je vice moznosti, jak vyfesit tento problém,
mohli bychom: vytvofit enrollment profil, ktery vytvofi separatni ,,pracovni profil“ na
zafizeni a nenecha vas kopirovat data z pracovniho do osobniho. To je velmi dobré
feSeni, ale funguje pouze pro Android. Proto vytvofime tzv. App Protection Policy, které
nam dovoli granularné ovladat co kdo mlze a nemuze v O365 aplikacich.

Pro vytvofeni si oteviete Intune > Apps > Protection.

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/AppsMenu/~/pro
tection


https://intune.microsoft.com/%23view/Microsoft_Intune_DeviceSettings/AppsMenu/~/protection
https://intune.microsoft.com/%23view/Microsoft_Intune_DeviceSettings/AppsMenu/~/protection
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Microsoft Intune admin center

< Home > Apps

A Home === Apps | Protection

7
-l‘
B4l Dashboard
= all i o L
services | A Search | ‘ (i) Did you know Microsoft Intune supports i
(8 Devices (O overview
B
o Aeps i ANl Apps
‘} Endpoint security $ Monitor i05/iPadO5 §
Reports v Platforms Android L
- .
aa Users Windows Windows
-
& Groups B ios/iPados Windows Information Protection |p
_# Tenant administration
& ! macos ICTG_APP_PROTECTION_02_iOS
X Troubleshooting + support & Android

~ Manage apps

5 configuration

i% Protection

Poté kliknéte na Create a iOS/iPadOS.

Home > Apps | Protection >

Create policy - X

o Basics o Apps

ﬂ Device type targeting has moved to the Assignments step in policy creation. Leam more about assigning App Protection Policies

—
Target policy to All Apps I - I

Selected apps

0 We'll continue to add managed apps to yo All Apps ‘

All Microsoft Apps I

Core Microsoft Apps

Pojmenujte svoji politiku, kliknéte Next a vyberte All Microsoft Apps.
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Home > Apps | Protection >

Create policy

o Basics o Apps e Data protection

This group includes the Data Loss Prevention (DLP) controls, like cut, copy, paste, and save-as restrictions. These settings
determine how users interact with data in the apps.

Data Transfer

Backup org data to iTunes and iCloud IC Allow I
backups O
Send org data to other apps © || Policy managed apps e I
Select apps to exempt Select
Select universal links to exempt Select
Select managed universal links Select

Save copies of org data © (  Aow ] Block )

Allow user to save copies to selected
services (0

Transfer telecommunication data to (D | Any dialer app hd |

Dialer App URL Scheme

Transfer messaging datato (D | Any messaging app ~ |

Messaging App URL Scheme

Receive data from other apps O | All Apps e |
. ~ a - ~
Open data into Org documents & [ Block )
Allow users to open data from selected 4 N
services (O
Restrict cut, copy, and paste between | Policy managed apps with paste in e |

other apps (0

[=]

Cut and copy character limit for any app
*

=
A

Third party keyboards

Block J

y-

Encryption
- / = - ~
Encyptorg data © (  rRequie ] Not required )
Functionality
- . /- Y
Sync policy managed app data with (. wow ] Block )
native apps or add-ins @
~ - ~
printing org data (O (T Block D)
Restrict web content transfer with other | Any app e |
apps O
Unmanaged browser protocol (0 | |
Org data netifications (@0 | Allow N~ |

Tyto nastaveni jsou volné&jsi, ale pokud je planujete nasazovat, tak doporucuji zacit
zvolna.
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Create policy

0 Basics O Apps o Data protection o Access requirements Conditional launch

Configure the PIN and credential reguirements that users must meet to access apps in a work context.

_ a . - ™

PIN for access () (T Not required )
G ( Numeri Passcod )

PIM type O 1§ umeric asscode )

. - pr ~

simple PIN_ © ( Alow Block )

[
% 'h
R

Select minimum PIN length @

Touch 1D instead of PIM for access (105 Block

8+/iPad08) O

it

Override biometrics with PIN after
timeout @

Require Mot required )I

-

Timeout (minutes of inactivity)

Face |D instead of PIM for access (i0S Allow Block

11+/iPad0s) O

/‘\
Ry

P
\%

PIN reset after number of days (O Yes

MNumber of days

=

= . ™
Not required )

App PIN when device PIN is set ()

“

Work or school account credentials for ( Require Not required )I
access (1)
Recheck the access requirements after 30 |

{minutes of inactivity) * ©

Timto nastavite zabezpeceni aplikaci pinem. Samoziejmé povolujeme pouziti
biometriky a nezapindme expiraci pinu.
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Home > Apps | Protection >

Create policy

o Basics o Apps o Data protection o Access requirements B Conditional launch

Set the sign-in security requirements for your access protection policy. Select a2 Setting and enter the Value that users must meet
to sign in to your company app. Then select the Action you want to take if users do not meet your reguirements. In some cases,
multiple actions can be configured for a single setting. Learn more about conditional launch actions.

App conditions

Setting Value Action
Max PIN attempts ] Reset PIN
Offline grace period 1440 Block access (minutes)
180 /| | wipe data (days) v
Select one ~

Device conditions

Configure the following conditional launch settings for device based conditions through your app protection policy.

Similar device based settings can be configured for enrolled devices. Learn more about configuring device compliance settings

for enrolled devices.

Setting Value
lailbroken/rooted devices

Select one A

Action

Block access

Jediné, na co si musite dat pozor zde je wipe data. Ja osobné nastavuji 180 dni pro

jistotu.

Poté staci zacilit na skupinu uzivatelll, ano musi to byt uzivatelé, ale nemusi vas zajimat,
jestli maji nebo nemaji iOS, a mate hotovo.

Politika pro Android se nastavuje podobnég, ale neni to uplné stejné.

Znovu pojmenujeme politiku a vybereme All Microsoft Apps.
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Data Transfer

Backup org data to Android backup ( Allow I
services (1)
Send org data to other apps © ‘ Policy managed apps s |

Select apps to exempt

Save copies of org data &

Block )

Allow user to save copies to selected
services (O

Transfer telecommunication data to (O ‘ Any dialer app e |

Dialer App Package ID ‘ |

Dialer App Name ‘ |

Transfer messaging data to () ‘ Any messaging app s |

Messaging App Package ID ‘ |

Messaging App Name ‘ |

Receive data from other apps OO ‘ All Apps i |

Open data into Org documents (& { Allow

Allow users to open data from selected
services (O

Restrict cut, copy, and paste between ‘ Policy managed apps with paste in e |
other apps ©

Cut and copy character limit for any app | o |
*

N
H

Screen capture and Google Assistant (0 \ Allow

Approved keyboards (0 l:. Require Mot required :

Select keyboards to approve

Encryption

A

— 2 " -
Encrypt org data © (D Not required
Encrypt org data on enrolled devices (O ' Not required

\

—

Functionality

J

sync poliey managed app data with (TR Black

native apps or add-ins ()

Printing org data © (YT Block
L

Restrict web content transfer with other | Any app hd |
apps @

S

N

Unmanaged Browser ID (O

Unmanaged Browser Name (2 | |

Org data notifications © | Allow v |

Start Microsoft Tunnel connection on I: Yes No: )
app-launch @

Toto nastaveni povoluje ukladat firemni data na zafizeni, ale nedovoluje pofizovani
snimkd a nahravek obrazovky. Také Sifruje vSechna firemni data a zakazuje
automatickou zalohu na zafizeni/cloud uzivatele. Znovu jsou nastaveni v celku volna a
vzdy se da utahnout, pokud bude v budoucnu potreba.
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Create policy

Configure the PIN and credential requirements that users must meet to access apps in a work context.

PIM for access (D)
PIN type (O
Simple PIN (D
Select minimum PIN length (O
Biometrics instead of PIN for access ()

Override biometrics with PIN after
timeout (O

Timeout (minutes of inactivity)
Class 3 Biometrics (Android 9.0+) O

Override Biometrics with PIN after
biometric updates (&

PIM reset after number of days O
Mumber of days

Select number of previous PIN values to
maintain * (0

App PIN when device PIN is set (D)

Work or school account credentials for
access (1)

Recheck the access requirements after
(minutes of inactivity) *

Nastaveni pinu nechavam velmi podobné jako u iOS.

a = - ™
( Requre J Not required )
a ~
(D Passcode )
a ™
( mow Block )
L4 v |
a ~
L Allow Block )
s _ = ~
L Require Not required y
p- - . ~
1§ Require Not required y)
e - - \

% Require Mot required )

e ~
N Yes [ o
Lo |
a = - ™
( Requre ] Not required )
e . . ~
% Require Not required )

30
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Set the sign-in security requirements for your access protection policy. Select a Setting and enter the Value that users must meet
to sign in to your company app. Then select the Action you want to take if users do not mest your requirements. In some cases,
multiple actions can be configured for a single setting. Learn more about conditional launch actions.

App conditions

Setting Value Action

Max PIM attempts 5 Reset PIN es

Offline grace period 1440 Block access (minutes) see
| Offline grace period | | 180 [ | | Wipe data (days) S| man
| Select one A% |

Device conditions

Configure the following conditional launch settings for device based conditions through your app protection policy.

Similar device based settings can be configured for enrolled devices. Learn more about configuring device compliance settings
for enrolled devices.

Setting Value Action
lailbroken/rooted devices Block access ses
Select one i

Toto nastaveni je Uplné stejné jako iOS.

Poté staci zacilit na uzivatele a mate hotovo!
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Pfiprava pro fizeni zafizeni

voev s

V dnesni kratSi epizodé si pfipravime nutné véci, na kterych budeme stavét v pozdéjsich

¢lancich. Jsou to véci, které jsou nutné, vétSinou zaberou néjaky ¢as, nez se projevi, ale

nejsou dostatec¢né ,,zajimavé“ na samostatné epizody. Prvni véc, kterou si nastavime, je

zakladni stav zafizeni. Microsoft ma nastavené, ze ze zakladu (pokud na zafizeni neni

udélena zadna tzv. compliance politika) je zafizeni compliant. To ale nechceme, takze
si to pfepneme na presny opak. Pfihlaste se do administratorského portalu Intune,
kliknéte na Devices, Compliance, Compliance settings a pfepnéte Soupatko

z compliant na not compliant.

https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/

compliance

ﬁ Home

Edll Dashboard

i= All services

Ei Devices

Ei apps

‘. Endpoint security
Reports

£ Users

&4 Groups

2 Tenant administration

-4 Troubleshooting + support

Home > Devices

Devices | Compliance X
Policies Notifications Retire noncompliant devices Compliance settings Scripts Monitor
O Overview —_—
LT All devices Save »{ Discard

These settings configure the way the compliance service treats devices. Each device evaluates these as a "Built-in Device
Compliance Policy”, which is reflected in device monitoring.

/= Device query

& wonitor
Mark devices with no compliance Not compl
pliant
By platform policy assigned as (7)) @
[ Windows
Compliance status validity period ‘ *
30
[ iossirados (days) ©
L macos
B Android
3 Linux

~ Device onboarding
(P windows 365
L) Enroliment

~ Manage devices

Configuration
Compliance
@ conditional access

Scripts and remediations


https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/compliance
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/DevicesMenu/~/compliance
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Home » Endpoint security

© Endpoint security | Microsoft Defender for Endpoint X
|/--' Search ‘ X « ‘3:-_‘_'.3' Refresh i Delete
|?_| All devices
Connection status Last synchronized
[ Security baselines ’
@ Mot set up

& Security tasks

~ Manage @
Q@ Antivirus

®|, Disk encryption

& Firewall

[ 4 Endpoint Privilege @ Some toggles are disabled and acting as "off* because Microsoft Defender for Endpoint is not actively communicating with Intune
Management for this account. Please check the state of the connection in the Microsoft Defender for Endpoint admin console.

@ Endpoint detection and When the connection has retumed to a healthy status (Active or Provisioned), the toggles will be re-enabled and any pre-existing
response setting state will be restored.

g=s ADP Control for Business
= (Preview)

) Endpoint Security Profile Setti

@ Attack surface reduction ndpoint Security Profile ings
& Account protection . . . ) . _ —
Allow Microsoft Defender for Endpoint to enforce Endpoint Security Configurations (0 { off m_.
B Device compliance )

Jako dalSi a posledni véc, kterou si dnes nastavime, je konektor mezi Defender for

Endpoint (DfE) a Intune. Pro to staci jit do Intune, Endpoint security a poté do
Microsoft Defender for Endpoint a pfepnout Soupatko z Off na On.

Security setting management

Allow security setting in Intune to be enforced by Microsoft Defender for Endpoint (MDE).
This configuration setting will apply to devices that are not yet enrolled to Intune.

You'll need to turn on the integration in Microsoft Defender for Endpoint connector settings under Intune.
For more information and pre-requisites, see

Use MDE to enforce security configuration settings from Intune

® On

Enable configuration management

Choose which OS platforms to apply the settings on.

~ Win lient devices

Poté staci prejit do Security centra (security.microsoft.com) a jit do Settings,
endpoints a zde zapnout Use MDE to enforce security configuration settings for
Intune. Tim mate konektor zapnuty. Jenom mala rada, pokud v security centru tuto

moznost nevidite, tak je ¢as si zajit na kafe, ona se objevi, jen to ob¢as trva & .


security.microsoft.com

